Halt Ecommerce Fraud

Beyond the obvious fraud attempts that are easy to spot, the rest require intuition. Here's a guide to

New customer or
repeat customer?

Review new customers
more aggressively than
repeat ones.

help you and your staff spot suspicious transactions.

Should you limit IP
ranges to only the U.S.?

Is there any reason to
allow someone from
overseas access to your

Small-, medium-, or
large-ticket purchase?

Develop a plan for
purchase thresholds.

website?
+ Small purchases - not

worth spending the time to
check.

» Medium purchases - have
a few touchpoints that you
can easily validate, if not,
then decide if you want to
dig deeper.

Are the billing and shipping addresses different?

Develop a plan for purchases that don't
Perform address match addresses.

verification (AVS). - Large purchases - spend
the time to do a deep dive

on them.

Only good for U.S. & + Small purchase - noissue.  « Large purchase - don't
Canada addresses ship to any address if you

» Medium purchase - no

issue, but dig deeper if the

transaction seems

questionable. « Extra-large purchase - only
ship to billing address, and
require a signature.

don't get a positive match
Consider prohibiting on the billing address.
international sales.

The opportunity for
bad behavior is just

too great.

Does the purchase
look unusual? (If so,

Perform a search on Google Maps to confirm location. Does it seem don't believe it.)
to fit the order?
« 3,000 Caesar salads with
money wired to a shipping
company.

Is the purchase a - Racing tires to Africa with
Do you have an popular item or is it money wired to a shipping
established something with company.

. S i ?
shipping policy? little resale value? - Granite gravestone with

money wired to a shipping
« Are you willing to ship company.
7 " "
OVEISEas: Ask “Why me?” and not
-To a UsS. territory? someone who is closer

.To a PO. Box? to the consumer/more
well known than you...

Never wire money or
cut a check for an
overpayment or refund.
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